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2015 Audit 

3 
1 

2 3 4 

8 7 

6 
5 

“Inadequate records management 
governance structure” 

“Numerous gaps that leave the City 
vulnerable to legal or regulatory 

risks” 

“Enterprise 
Information 

Management … 
never fully 

implemented or 
adhered to by 
departments” 

No data inventory 
“in violation of 

Minnesota State 
Statutes” resulting 
in Audit’s inability 

“to verify that 
necessary security 

monitoring controls 
are in place” 

Insufficient 
“policies and 

procedures around 
the organization 
and storage of 

electronic data”  

“These 
decentralized 

storage locations 
posed security and 

access risks” 

No “process to 
ensure compliance 

with records 
management 

policies among City 
departments” 

No “clear authority 
for the responsible 

authority to 
oversee or audit 

department 
records 

management 
processes” 

No “formal process 
to identify and 

locate confidential, 
private and 

sensitive 
information” 

No consistent 
periodic review of 

access to 
applications and 

data  

No “formal process 
to identify and 

locate confidential, 
private and 

sensitive 
information” 

“Many 
departments stated 

it was easier to 
maintain data than 

risk destroying 
something that was 

not eligible for 
destruction” 

No “consistent data 
destruction 

processes in place, 
which could result 

in unauthorized 
access to 

information, or in 
records destroyed 
without authority” 

“Departments 
using empty 

conference rooms 
and other locations 

to store physical 
records” 

No central or 
consistent process 

to track the 
intake/fulfillment 

of public data 
requests 

Inability “to 
validate that 

departments met 
requirements 

regarding timing 
and disclosure 

Inability to ensure 
that responses 

were appropriate 
and redaction or 

exceptions applied 



Generally Accepted Recordkeeping Principles 
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The Principals 
Accountability 
Transparency 
Integrity 
Protection 
Compliance 
Accessibility 
Retention 
Disposition 

Maturity Ratings 
❶ Sub-standard 
❷ In Development 
❸ Essential 
❹ Proactive 
❺ Transformational 



Generally Accepted Recordkeeping Principles 
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Audit Ratings 
Accountability ❷ 
Transparency ❷ 
Integrity ❶  
Protection ❶  
Compliance ❶  
Accessibility ❷ 
Retention ❷ 
Disposition ❷ 
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1.65 

Level 3 is the 
essential/minimum 
requirements that must 
be addressed to meet 
the organization’s legal, 
regulatory, and business 
requirements.  



Legal Structure 
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Official  
Records  
Act 

Records  
Management  

Statute 

MN Government  
Data Practices Act 

Minn. Stat.  
§ 15.17 

Minn. Stat.  
Chapter 13 

Minn. Stat.  
§ 138.17  



Proposed Framework 
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Support Operations 

Governance 
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Governance 

 

1.IG Ordinance & Policy 
Oversight 

2.IG Committee & 
Program Management 

3.Monitoring & 
Compliance 



9 

Governance Ordinance  
Minneapolis 
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Seattle Denver Austin Milwaukee 



Policy Oversight 

Coordinated Direction 

Enterprise Accountability 

Accountability Model 

Staff IG Committee 

Staff Workgroups 

Department Leadership 

Department Delegates 

I & T Policy Subcommittee 
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City Council 

Leadership 

Operations 
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4. IG Program 
Implementation 

5. Program Policies, 
Procedures, Resources 

6. Uniform Request 
Management 

Operations 
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Training &  
Resources 

Assemble  
Team Develop Plan 

Measure  
Progress 

Deliverable 

10-Step Program 
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Policy Harmonization 
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7. Centralized Public   
Data Resources 

8. Inactive Storage, 
Imaging, & Access 

9. Centralized Service 
Model 

Support 



1. Public Data Request Portal 
• Centralized requests enhances reporting and metrics 
• Form = Guided interview; helps public make requests 
• Automated workflow reduces switchboard operators  

 

2. Review and redaction software 
• Leverages tools used in electronic discovery  
• Tested software used by Hennepin County  
• Pilot suggests more than doubling review rates 
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System Enhancements 
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Centralized Services Benefits  
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• Facilitates  accountability and measurement 
• Consistency across the enterprise 

 
 

• Multiplies effectiveness of department staff 
• Avoids duplication in departmental investments 

 
 

• Leverages specialized skills and tools 
• Services scalable over time as need grows 
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Governance 

Operations 

Support 



A new way of doing things 
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Support Operations 

Governance 

R&IM 
Division 



Summary of Proposed Plans 
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❶ Enact IG ordinance 

❷ Establish Council oversight 

❸ Establish staff IG committee 

❹ City Clerk responsible for program 

❺ Monitor compliance 
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Summary of Proposed Plans 
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❶ Implement 10-Step IG program  

❷ Update enterprise IG policies 

❸ Revise retention schedules 

❹ Publish data inventory 

❻ Standardize data request procedures 

❺ Develop enterprise data map 
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Summary of Proposed Plans 
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❶ Centralized data request solution  

❷ Centralized review and redaction solution  

❸ Evaluate physical records needs 

❹ Physical records storage alternatives 

❺ New model of centralized services 
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CITY OF MINNEAPOLIS 

 
Information Governance 
Management Response 

Thank You 
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